IT Contingency Plan: HIPAA Security Rule Compliance
ITS Unit/Division: 
_______________________

Revision Date: 

             _______________________
All staff should keep a copy of this document at home, in their car and office.
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Overview:

This contingency plan contains the implementation specification of the HIPAA Security Rule Administrative safeguards [164.308(a)(7)] in that it establishes (and implements as needed) policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that damages systems that contain electronic protected health information. The plan includes 

· A data backup plan that establishes and implements procedures to create and maintain retrievable exact copies of electronic protected health information. 

· A disaster recovery plan that establishes (and implements as needed) procedures to restore any loss of data. 

· An emergency mode operation plan (EMO) that establishes (and implements as needed) procedures to enable continuation of critical business processes for protection of the security of electronic protected health information while operating in emergency mode. 

· Testing and revision procedures for periodic testing and revision of contingency plans. 

· Applications and data criticality analysis to assess the relative criticality of specific applications and data in support of other contingency plan components. 

This documentation can be integrated into overall departmental business continuity or disaster recovery plan, but this plan is solely focused on electronic protected health information (ePHI) covered under the federal HIPAA security rule (effective April 2005).

I. Data Backup Plan 
1.
Purpose

A <insert UNIT name> data backup plan establishes and implements procedures to create and maintain retrievable exact copies of ePHI. Backup for all primary source data is stored at an alternate physical location. 
	IP
	System Admin or Backup Coordinator
	Method used for backup
	Type of data 
	Frequency
	Incremental or Full
	Location of on-site data storage
	Location of off-site data storage

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 


	Certify the write-protection features of drive media 

	Certify the write-protection features of software 

	Certify backup media—blank and used—secure on the premises


Procedure for restoration of ePHI from backup:
1. <insert IP > _________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

2. <insert IP > _________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

Add additional steps, as necessary
II. Application & Data Criticality Analysis

1. Purpose: Application and data criticality analysis assesses the relative criticality of specific applications and ePHI data in support of other contingency plan components. 

2. Criticality Rating

Using the scale below, rate your applications and data on a scale of 1-9:

	1.
Primary source of PHI for treatment (patient care)

	2.
Primary source for billing or scheduling or other healthcare operations not related to treatment; or 

primary source for approved research study

	3.

Primary source of PHI for pre-research; or 

secondary source of PHI for research/pre-research; 

secondary source of PHI for treatment, payment or healthcare operations; or teaching


	IP
	Application 
	Rate 1-3 
	 
	IP
	Data Set
	Rate 1-9 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 


3. Recovery Preparedness Levels for IT Systems 
Current version: 
http://hipaa.yale.edu/resources/docs/RecoveryPreparednessLevelsForITsystems.doc
III. Disaster Recovery Plan (DRP)
1.
Purpose

<insert UNIT name> developed this plan to outline the procedure for responding to a major event impacting the electronic protected health information.  Key procedures have been outlined in this document, to restore any loss of data. This document is reviewed and reevaluated yearly (see section IV) by the unit Director <insert name> and Managers <insert names>.

2.
Staff Coverage

Appendix A identifies and groups of staff according to the following three classifications:

· On Site Coverage Team

Staff and alternates who would be the primary contacts in the event of an emergency

· On Call Coverage Team

Staff and alternates who are on short-lease call in the event of an emergency

· Stand–By Team

Staff who are on long-lease call in the event of an emergency
3.
Emergency Response & Recovery Procedures

When You Are Contacted:

· Obtain summary of what has happened, the scope, and who has already been contacted.

· Determine if primary worksite is accessible.

· If 100 Church Street South is not accessible, determine point of contact.

_____________________________________________________________________________________
Action

· The Team Leader will:

· Outline the symptoms of the emergency, and perform preliminary assessment of the nature and magnitude of the emergency 

· Co-ordinate communications with other appropriate ITS units 

· Begin the phone tree to contact appropriate members of your unit.

4.
Classifying an Event
An event is any potential impact that causes a cessation of normal business functions that creates the potential for loss of electronic protected health information.  Since the impact of the event is typically time dependent, that is, as the length of the interruption increases, so does the level of response necessary to minimize the impact.  It is important to understand that not all events are emergencies.

Escalation plans are used to classify the length of an event and the time frame in which a disaster declaration decision must be made.  These plans are designed around the time frames established for the recovery of critical functions, such as integrity, availability and confidentiality of electronic protected health information.  Each plan is associated with a set of actions.  The plan communicates the severity of the event and forms the basis for the type of recovery actions to take by the recovery team.  Procedural actions subsequently detailed show how to classify an event.

Selection of an escalation plan is based on the estimated time to correct the result of the disrupting event.  By establishing a generalized escalation plan of multiple time dependent levels, it is possible to select an appropriate recovery response without having to state pre-defined actions for every potential event.  The estimated recovery time should be determined and used to select the appropriate escalation plan, as shown below.
Level 0 Disaster

An unplanned event that is only likely to have minimal impact on electronic protected health information. Control of the incident is within the capabilities of ITS and the duration of the incident is short term.

Level I Disaster

An unplanned event that may adversely impact electronic protected health information, but only impacts a specific subset of data. Control of the incident is within the capabilities of ITS and the duration of the incident is short term.

Level II Disaster

An unplanned event that may adversely impact electronic protected health information, but only impacts a specific subset of data. Control of the incident is within the capabilities of ITS.  Long-term implications may result.

Level III Disaster
An unplanned event that may adversely impact electronic protected health information on a large scale. Control of the incident is within the capabilities of ITS.  Long-term implications may result.

Level IV Disaster
An unplanned event that may adversely impact electronic protected health information on a large scale. Control of the incident will require specialists in addition to of ITS. Long-term implications may result.

4.
Assess Status

Determine the impact and priority of recovery actions required.

· A. Checklist – Actions/Tasks to Consider
1. _____________________________________________________________________
2. _____________________________________________________________________
3. _____________________________________________________________________
4. _____________________________________________________________________
5. _____________________________________________________________________
6. _____________________________________________________________________
7. _____________________________________________________________________
8. _____________________________________________________________________
Add additional steps, as necessary
· B. Recovery Procedures Checklist – Actions/Tasks to Consider 

1. _____________________________________________________________________
2. _____________________________________________________________________
3. _____________________________________________________________________
4. _____________________________________________________________________
5. _____________________________________________________________________
6. _____________________________________________________________________
7. _____________________________________________________________________
8. _____________________________________________________________________
Add additional steps, as necessary
A.
Team Contact List 
	Name 
	Phone - Home/Office
	Cellular
	Pager

	Team Leader

	
	
	
	

	Team Leader Alternates

	
	
	
	

	
	
	
	

	
	
	
	


	Name 
	Position /

Responsibility
	Phone

Home       Office
	Cellular
	Pager
	Contact Made Y/N
	Location

	On Site Coverage
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B.
Integrity Testing Schedule

	System/Application
	Criticality

Level (*)
	Technical Manager
	Integrity Testor

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Integrity Testing Procedure (post event when systems are restored/remediated)
(*)  Criticality Level Legend

H – High – integrity testing must be complete within _ hours of remediation/alternations/changes

M – Med – integrity testing must be complete within _ hours of remediation/alternations/changes

L – Low -- integrity testing must be complete within _ hours of remediation/alternations/changes

C.  Key Contact Information

	Organization Name
	Contact 
	Phone #
	Address
	Services Provided

	Campus Police/Department of University Security Programs
	
	General

203-785-5555

Emergency
Dial 111
	
	Security / Fire

	New Haven Police
	
	General

203-946-6316

Emergency
Dial 911
	
	Security

	ITS Help Desk
	
	203-432-9000
	
	

	YNHH MIS Help Desk
	
	203-688-4357
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	 
	
	
	
	

	 
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


D.  Situation Definition Level

Level (s)
Definition:


Criteria:
-



-



-



-



-



-



-



-



-



-


Examples:

1. A destructive virus has or has the potential to affect availability, integrity or confidentiality of electronic protected health information
2. A major power outage has or has the potential to affect availability, integrity or confidentiality of electronic protected health information

E. Review of Major of Risks Factors and Critical Operational Functions

Critical Operational Functions

_________________________________________________________________________________
_________________________________________________________________________________
_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________
_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________
_________________________________________________________________________________
_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________
_________________________________________________________________________________

_________________________________________________________________________________

Risk Factor





Mitigation

___e.g., Access Control____________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

_______________________________________
__________________________________________

IV. Emergency Mode Operation Plan (EMO)
Overview: This <insert UNIT name> EMO provides policies & procedures to be used in the event of an incident impacting e-PHI.

1. Purpose and scope

2. Situations and assumptions

3. Concept of operations

4. Phases of emergency management

a. Mitigation: Mitigation activities are those that either prevent the occurrence of an emergency or reduce the vulnerability in ways that minimize the adverse impact of a disaster or other emergency.

b. Preparedness: Preparedness activities, programs, and systems are those that exist prior to an emergency and are used to support and enhance response to an emergency or disaster.  Planning, training, and exercising are among the activities conducted under this phase
c. Response: Response involves activities and programs designed to address the immediate and short-term effects of the onset of an emergency or disaster.  It helps to reduce damage and speed recovery.  Response activities include direction and control, warning, evacuation, and other similar operations.
d. Recovery: Recovery is the phase that involves restoring systems to normal.  Short -term recovery actions are taken to assess damage and return vital systems to minimum operating standards; long-term recovery actions may continue for an extended period of time.
5. Direction and Control
6. Emergency Facilities and Equipment
7. Continuity and Preservation of records
8. Emergency Communications
9. Incident Assessment
10. Transportation
11. Environmental Support
12. Public (patient/research subject) Information and Notification
13. Law Enforcement 
14. Relocation, Reentry, and Return
15. Training/Drills/Exercises
16. Organization & Assignment of Responsibilities
a. Emergency Response Coordinator
b. Public Information Officer
17. Administration and Logistics

18. Plan Development and Maintenance
19. Funding
V. ‘Break-Glass’ Procedures

[Edited text from http://www.nema.org/prod/med/security/upload/Break-Glass_-_Emergency_Access_to_Healthcare_Systems.pdf]
The purpose of break-glass is to allow operators emergency access to a system in cases where the normal authentication cannot be successfully completed or is not working properly. Break-glass is based upon pre-staged ‘emergency’ user accounts, managed in a way that can make them available with reasonable administrative overhead. 
The break-glass solution is based on pre-staged emergency user accounts, managed and distributed in a way that can make them quickly available without unreasonable administrative delay. The solution should be simple, effective, and reliable. 

An emergency access solution should be used only when normal processes are insufficient (e.g. IT support is unavailable). Some cases where emergency access might be necessary include: 

A. account problems: 

• Forgotten Username/Password, e.g. after prolonged absence (illness, vacation) 

• Locked Password, e.g. mis-typed too many times 

• No User Account, e.g. a medically competent individual is assisting a facility during an emergency, or 

B. authentication system problems: 

• Enterprise Authentication System Failure, e.g. a centralized authentication server (CAS) is down 

• Smart Card Reader Failure, e.g. card or reader damaged 

• Biometric Mechanism Failure, e.g. reader is malfunctioning or biometric is damaged 

C. authorization problems: 

A. An emergency medical situation thrusts an operator into a role where s/he lacks sufficient access rights, e.g. clerk is entering orders during an emergency. 

Pre-staging Accounts 
Emergency Accounts should be created in advance to allow careful thought to go into the access controls and audit trails associated with them. When creating the pre-staged emergency accounts the following factors should be considered: 

A. Username should be obvious and meaningful, e.g. emergency001 so the account will be obviously inappropriate for normal operations and will stand out in audit trails. 

B. Passwords should be hard to guess or crack, but it is important, they not be difficult such that the user, in an emergency, would have trouble entering it. 

C. Account Permissions should be set to least necessary privilege based on the results of a risk assessment, e.g. grant access by emergency users to the minimum data and functionality needed to perform their task. This could potentially include view-only capability, prohibiting access from outside the local console or network, limiting to data acquisition only, or prohibiting access to previously acquired data. Due to the difficulty of anticipating emergency needs, sites may choose to allow full access to emergency accounts. 

D. Auditing should be enabled to log details of the account usage and details of the work carried out while using the account. Some systems may recognize emergency accounts and raise the system auditing level or increase audit logging of only the emergency accounts. 

Care needs to be taken to ensure that the people who create the accounts are not the ones reviewing the audit trails since those who know account details can be a source of abuse. 
The accounts and distribution procedures should be tested to assure quick access when they are needed. 

Distributing Accounts 
Pre-staged accounts need to be carefully managed to provide timely access when needed. Break-glass requires that the emergency-account details be made available in an appropriate a reasonable manner.

These details may be provided on media such as a printed page, a magnetic-stripe card, a smart card or a token. Some distribution possibilities for break-glass emergency accounts include the following: 

A. Kept behind glass in a cabinet, where access to the accounts requires literally breaking the glass (similar to a fire extinguisher or alarm), providing an obvious indication that the accounts have been accessed and a deterrent to casual use; 

B. Maintained within sealed envelopes, where a broken seal would be an obvious indication that the accounts have been accessed; 

C. Locked in a desk drawer that only specific people can access
D. Sealed and taped to the side of a monitor – visible to many, so it will be obvious when it is missing or damaged, or 

E. For cases where more than one person is needed to declare an emergency, locked in a safe or cabinet where one person knows the combination or has the cabinet key and a different person has the key to the room. 

Best-practice would 
· place the pre-staged emergency accounts into the responsible care of an individual. This Emergency Account Manager would be someone readily available during operating hours and one who understands the sensitivity and priority of the emergency accounts (e.g. a business manger, department chair or information security staff)
· ensure the distribution procedure includes a sign-out method requiring that an acceptable form of identification be provided. This identity would be recorded before the accounts are made available. 
Following the above procedures assures that activities performed using the emergency account may eventually be associated with an authorized individual, creates accountability and can assure non-repudiation. 

Monitoring Use of Accounts 

· The use of emergency accounts needs to be carefully monitored. The audit mechanisms should be used and a procedure defined to examine the security audit trails on a regular basis to identify any use of the emergency accounts. In addition, systems can alert the system administrator or security officier in the event an emergency account is activated. These enhanced capabilities are highly desirable, but they are not required for the break-glass mechanism to work. 

· If the system or application cannot provide an audit trail that shows simple account activity like login attempts, then the use of break-glass needs to be carefully considered before implementing. Break-glass may still remain a valid system, but it will require the use of a manual (e.g. paper-ink) log. 

· Local system policy should describe the intended use of such accounts and the consequences of their inappropriate use. Details should be clearly documented and then communicated to the relevant workforce. It should be clear that all use of emergency accounts is closely monitored. A periodic review and retraining of staff should be done to make sure the break-glass procedure continues to be relevant. 

· Each use of an emergency account should be reviewed. The use of an emergency account may be valid, or it might indicate a malicious act. Unacceptable use needs to be recorded and acted upon.

· Frequent use may indicate problems with the normal user authentication mechanism. 

· This regular monitoring of pre-staged emergency accounts should also include exercising some of them to ensure that they do work, and that their use can be detected. This is similar to testing fire alarms, to be sure that they will work in a real emergency. 

Cleaning Up After Account Usage 

A procedure should be established to clean up after an emergency account has been used. Consider addressing the following: 

A. Disable or delete the emergency account(s) that were used to prevent re-use now that the password is known. The system or application may be capable of automatically deactivating emergency accounts after first use or passage of a selectable period such as 8 hours or 1 day. Avoid disabling the account during the period of emergency use. 

B. Reconcile the data acquired and audit trails to reflect the proper operator’s name. 

C. Make entries in “disclosure logs” if appropriate (see Policy 5003 - Accounting for Disclosures). 

D. Review activities performed including data acquired/accessed according to the site policy. 

E. Determine if the emergency account procedure and operation worked effectively and adjust if necessary. 

F. Create and distribute new accounts for future break-glass use. 
Monitoring and cleanup of accounts may be complicated if the same account is available from multiple distribution points. This can be avoided by making the details of each account available at only one location. 

 
Conclusion 

There are many good reasons to implement a solution for emergency access to ePHI. Patient care is paramount. This break-glass solution is easy to implement with existing medical systems, can be adapted to virtually any user authentication system, protects patient privacy, and can provide acceptable user accountability. For new system designs, automated solutions may be available, but break-glass is a proven, robust mechanism that is reasonable, appropriate, and cost effective for existing systems.

VI. Testing & Revision Procedures
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